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Abstract: Modern technology has made nature an object of human responsibility with the consequence that we must approach her not only with cleverness but also with ethics. The idea of moral knowledge as something simple and readily available to all men of good will is not sufficient anymore. Contrary to Kant, who maintained that “there is not need of science or philosophy for knowing what man has to do in order to be honest and good, and indeed to be wise and virtuous”, ethics and decision making behavior should be continually and carefully accompanied by knowledge related to an understanding of the various problems and situations. If knowledge has to be considered a duty the problem of its dissemination and distribution is central. I aim at introducing some transdisciplinary issues related to this problem, that only a philosophical reflection that adopts a new responsibility can clarify: from the need of promoting the study of creativity and model-based and manipulative thinking in scientific and ethical reasoning and knowledge to the role of some external cognitive structures I call “moral mediators”, that are able to reshape ethical worth of human beings and collectives; from the interplay between unexpressed and super-expressed knowledge and knowledge management and their role in the information technology to the problem of the nature of the mechanisms for forming interesting rational ethical argumentations. However, from my examination of “knowledge as duty” considered to be a consequence of the current technological complexity of external things, a warning can be naturally made in the case of the problem of identity and cyberprivacy. I content that, if a lot of knowledge is incorporated in external artificial things (and we need knowledge to deal with external things - both natural and artificial), human beings are so intertwined with those external things that their “visibility” can be excessive and dangerous. 

Knowledge as a Duty

Modern technology has brought about consequences of such magnitude that old policies and ethics can no longer contain them. For example, modern technology has made nature an object of human responsibility, and as a result, we must approach her not only with cleverness but also with ethics.

But as Hans Jonas has noticed,
 as we seek to develop appropriate ethics, we can no longer expect to follow Immanuel Kant, who assumed that “there is not need of science or philosophy for knowing what man has to do in order to be honest and good, and indeed to be wise and virtuous.”
  Kant also says “[ordinary intelligence] can […] have as good a hope of hitting the mark as any philosopher can promise himself,”
 and goes on to say that “I need no far-reaching ingenuity to find out what I have to do in order to possess a good will. Inexperienced in the course of world affairs, and incapable of being prepared for all the chances that happen in it,” I can still ascertain how to act in accordance with moral law.
 Finally, Kant observes that even if wisdom “does require science,” it “in itself consists more in doing and in not doing than in knowing,” and so it needs science “not in order to learn from it, but in order to win acceptance and durability for its own prescriptions.”
 Jonas concludes: “Not every thinker in ethics, it is true, went so far in discounting the cognitive side of moral action.”
 

Indeed this idea of knowledge as something simple and readily available to all people of good will is not sufficient anymore. In spite of Kant’s declaration that wisdom and virtue are all one needs to make moral choices, decision making must be accompanied by knowledge that allows us to understand various problems and situations. And the knowledge involved should be not only scientific, but also human and social, embedded in reshaped “cultural” traditions. The “neighbor ethics”
 of justice, charity, honesty, etc., is no longer adequate for modern needs because such local action is overcome by collective action in which the effects are frequently not in a proximate sphere - consequences are often either spatially or temporally distant. To meet the new causal scale of individual and collective actions, a new long-range ethics of responsibility has to be built, one that is capable of dealing with the new global condition of human life.

As global stakes grow higher, knowledge becomes a more critically important duty than ever before and must be used to inform new ethics and new behaviors in both public policy and private conduct. This means that existing levels of intelligence and knowledge are no longer sufficient; today, ethical human behavior requires that we assume long-range responsibility that is in keeping with the scope of our power to affect the planet, power that has grown exponentially over the years.

If we want knowledge to be considered a duty of the supernational society, then the goal should be to generate, distribute, and use knowledge to encourage economic and social development. Doing so, however, demands a great deal more research on creating and constructing knowledge for public and private use and, subsequently, on how to apply it to decision-making activities. The very future of the human species is at issue: if we accept the fact that it is our duty to construct both public and private bodies of knowledge, we will be more able to avoid compromising the conditions necessary for humanity to continue indefinitely on earth. 

Unfortunately, at the beginning of the twenty-first century, we can see that in Western European and American societies, at least, knowledge and culture do not appear to be a priority. Even though there are funds, institutions, and human resources devoted to reproducing cultural activities, the vitality of culture remains in question. For example, we are confronted with a real breakdown in many humanistic traditions: in spite of its potential to help, research in humanistic fields - from philosophy to sociology to cognitive science - is voiceless before the problems of society. The intellectual exchange among these disciplines occurs mainly within universities and, as a result, creates a kind of academic short circuit. Intellectuals outside universities are similarly isolated, and their work is rarely woven into the fabric of society in general. It seems people who do not inhabit intellectual circles value research only if it relates to technology or to science related to technology, but such knowledge, unhappily, is not sufficient to build a knowledge-based society. Technology, while important, is blind to many problems and conflicts we will face in the future, and knowledge built only from scientific fields has limited value, as would knowledge drawn only from humanistic fields. Knowledge is a duty, but not just any knowledge: it must be a well-rounded, varied body of information drawn from many disciplines, and even then it must be useful, “available,” and “appropriately applied.”

Indeed, we must remember that even in rich countries, knowledge gleaned only from science and technology can be difficulty available and exploitable. For example, imagine a country with many atomic power plants, which require highly trained workers: the ability to generate adequate power, then, is directly related to the population’s level of education and training. This relationship, in turn, affects global welfare and the organization of the country in question. A striking real-world example is the disaster at the Chernobyl nuclear power plant if seen in the light of the decline of Soviet Union and of the consequent weakening of agencies responsible for training workers at nuclear sites in particular and for heightening the public’s awareness of technological and scientific issues in general. Of course in cases analogous to this, a lapse in scientific knowledge or training not necessarily is the only factor: ethical aspect - specifically, a lack of ethical knowledge - came into play as well. Moreover, even collectivities with highly qualified personnel and an advanced level of scientific-technological “know how” can be vulnerable to accidents if that knowledge is used “inappropriately” and not only if there is a failure of ethical (and, of course, political and legal) controls and knowledge.

Rational Knowledge and Values

The rise of modern science has generated an increase in rational knowledge. In the last century, especially in Western Europe and the U.S., the fields of philosophy, logic, epistemology, and cognitive science have effectively mapped out the rational capacity of both human beings and their technological products. But a similar advance has not been made in ethics or in the ethical aspects of public policies and decision making; we have yet to deepen the exploration of the relationships between rationality and values. The “construction” of a modern ethical self-correcting knowledge is far from being achieved, yet it is critically important if we are to balance the needs of the poor and the rich around the world. In Europe, the historicist tradition has “culturally” almost killed the rationality derived from Galilean science and has generated various kinds of sterile (and dangerous) irrationalism. In the United States, overestimating the importance of productivity and technology is lea ding to a national collective consciousness that is largely devoid of cultural awareness: only technological products seem to have an effect on sub-culture and sub-cultural identity. For example many habits of everyday people have been shaped by corporate oriented mass-media advertising and stereotypes where the their message in terms of modern rationality is unfortunately jeopardized by their triviality; this fact has also favored the growth of other kind of regressive identifications, for instance resorting to old-fashioned peudo-religious convictions of medieval flavor.

We must use the current findings of philosophical, epistemological, cognitive, and human sciences - findings that support the idea of knowledge as a duty - to build new kinds of rational traditions. I think these traditions can be enhanced by reestablishing knowledge as a priority and then using it to guide social choices. In this way, we will be able to recover and restore some of the treasures of the Western world’s cultural and scientific history. 

It is worth noting that some transnational communities, those composed of “a network of professionals with recognized expertise and competence in a particular domain and an authoritative claim to policy relevant knowledge within the domain or issue area,” are called epistemic communities.
 Burkard Holzner and John Marx introduced the term and defined them as “those knowledge-oriented work communities in which cultural standard and social arrangements interpenetrate around a primary commitment to epistemic criteria in knowledge production and application.”
 (1979, p. 108). Holzner and Marx have received attention in the recent literature on international cooperation for their work that is also related to the management of the “commons.” They describe epistemic communities that, for example, exist among Antarctic scientists, international marine lawyers, radio spectrum and telecommunications engineers.

Transdisciplinary Issues

Creativity and model-based knowledge

Some transdisciplinary sub-topics mainly affect the central aspects of “knowledge-as-a-duty” in a multiple fashion. Thanks to the clarification provided by cognitive science and artificial intelligence, epistemological studies on creative and explanatory reasoning can bolster the argument for regarding knowledge as a duty. For example, abductive reasoning and model-based reasoning can be exploited to stress particular issues in scientific and ethical reasoning. 
First of all we have to stress the importance of creativity: knowledge plays a creative role in attributing new values to external things. Building a body of rich and varied ethical knowledge that addresses today’s problems is certainly a duty, just as it is to develop knowledge in other areas like science and medicine, for example. Enhancing our ethical wisdom requires work on several fronts: developing verbal/propositional and model-based knowledge; exploring manipulative and “through doing” knowledge; and learning to communicate effectively the results of epistemological studies and to incorporate the information into our everyday lives. And there are still more challenges created by the idea of “knowledge as a duty”: dealing with its intrinsic “incompleteness” in various ethical and epistemological settings – ethical reasoning always occurs in presence of incomplete information; the effect of various inconsistencies (what can we do when we are faced with ethical issues that present contradictory aspects?); and the problem of comparing alternatives in theoretical and deliberative settings (see “Comparing alternatives and governing inconsistencies”). 

Knowledge and moral mediators in computational philosophy: distributing morality

The external objects and structures to which cognitive aspects and roles are delegated - blackboard with a diagram, for example - I call epistemic mediators. We can extend this idea beyond simple objects and structures, however, to include human organizations, which allows us to view these entities as cognitive mediators endowed with moral aspects. In a recent book on creative reasoning, I have described epistemic mediators not only as external objects and structures but also as human organizations - in this case, viewed as distributors of externalized cognitive potentialities.
 Cognitive mediators function as enormous new external sources of information and knowledge, and, therefore, they offer ways of managing objects and information that cannot be immediately represented or found internally using only “minds.” Analyzing these external structures is especially important in clarifying the role of media and of computational and information techniques; they are not merely mediators of information - they are mediators of “necessary” knowledge. Epistemic mediators also help to organize social and cognitive decisions made in academic settings, as is the case when. Examples of epistemic mediators are for instance artifacts in a scientific laboratory (a telescope or a magnetic resonance imaging machine) but also the collective of scientists itself, that is characterized by a specific distribution of cognitive roles, skills, and duties.

I think the best approach to studying these problems is to use so-called computational philosophy. The advent of certain machines and various rational methods and models brought about a computational turn in the last century, and this shift has revealed new ways to increase knowledge by embedding it in scientific and technological environments and by reshaping its major traditional topics.
 Just to make an example, the role of PCs and Internet in improving scientific research is very clear. In the new century, computational philosophy will allow an analysis of problems in recent logical, epistemological, and cognitive aspects of modeling activities employed in scientific and technological discovery. Computational philosophy supplies modern tools (new concepts, methods, computational programs and devices, logical models, etc.) to reframe many kinds of cultural (philosophical, ethical, artistic, etc.) knowledge that would remain inaccessible using old approaches, just mainly centered on the exploitation of mere “narratives”. 

It is in this light that I introduce the concept of the moral mediator. Moral mediators play an important role in reshaping the ethical worth of human beings and collectives and, at the same time, facilitate a continuous reconfiguration of social orders geared toward rebuilding new moral perspectives. Finally, thinking in terms of human cognitive capacities, a person can be considered a kind of “thing” that can incorporate information, knowledge, know-how, cultural tradition, etc., just as cognitive objects like a book, a PC, or a work of art do. Unfortunately, human beings are sometimes assigned less value than things and moral mediators can help us redefine people as equally worthy of moral consideration.

Unexpressed knowledge, super-expressed knowledge, responsibility

As stressed by George Von Krogh, Kazuo Ichijo, and Ikujiro Nonaka, the need to elicit unexpressed knowledge - that is, isolated pockets of information in an organization that ought to be elicited more widely distributed - is a considerable challenge in knowledge management (KM), one that must be addressed as we take on the knowledge-as-a-duty problem.
 KM helps generate assets for an organization by transferring people’s knowledge, expertise, and innovation, allowing them to be more effectively utilized; it leverages off an organization’s intellectual capital (people’s knowledge and expertise), and in combination with accurate, qualitative, and pertinent data, it provides an improved product. In KM, it is clear that what people know and can learn is more valuable than any other resource. Unexpressed knowledge becomes particularly important in the context of the opposite problem, what I call super-expressed knowledge: a huge and expensive cache of knowledge that is available but not used (and/or not useful). To make an example, a huge amount of explicit statistical data is constantly produced in the rich societies, theu will never be used or will just be used as a curiosity.
The problem of super-expressed knowledge is related to the vast collection of knowledge on the Internet and to the ethical question of privacy (cf. below). I maintain that while the concept of “knowledge as a duty” certainly applies to scientific, social, and political problems, it is an even greater factor in mapping ethical behaviors in the cyberage. The Internet provides a staggering amount of information that can influence human beings’ welfare, and if we fully and universally acknowledge the Internet’s immense power, we can immediately see that moral problems arise: issues of accuracy, deception, copyright, patents, trademarks abuses, and retention of information, just to name a few, have become much more complex as a result of the Internet. While these problems are vexing, I contend that “knowledge as a duty” will help guide us through this ethical labyrinth and reinforce the right to privacy (cf. below).
In a recent book I have also reconsidered the problem of human dignity in the era of globalization by analyzing mechanisms used to form rational ethical arguments (chapters six and seven) and by providing integrated analyses of current debates: cloning (chapter two), cyberprivacy (this chapter), hybrid people and consciousness (chapter three), and the environment (chapter one).
 Two common denominators of all these issues are an absence of appropriate and situated knowledge and, as a result, wide-spread cultural wariness and skepticism. Knowledge is abstract and general: cloning is treating people as means, privacy is needed just to preserve identity, preservation of nature is related to human beings’ interests. The problem is that cloning can be in the same time treating people as means but necessary and useful in a particular case, preserving nature too dangerous to people in certain settings, the excess of privacy maintenance a threaten to the people’s life. This skepticism clearly shows the most devastating effects in moral deliberations. Decisions are adopted following too general perspectives that do not take care of the concreteness of specific situations, or simply informed by extra-moral reasons given the unsatisfactory character of the available too abstract moral options. Furthermore, a lack of knowledge makes it almost impossible to behave responsibly in any situation.

As stated in earlier, human dignity is inextricably linked to the concepts of responsibility and freedom. I contend that both moral and scientific knowledge - when available, exploitable and appropriate - are powerful factors in developing responsibility and protecting freedom; the moral gap caused by bad faith results mainly from inadequate and “incomplete” assets of knowledge and information. This, in turn, generates such unbearable anxiety and anguish for human beings that they start to play a fictitious role. Enriching our knowledge about our “condition” is critically important if we are to fortify human freedom and to create incentives to adopt more responsibility.

New “knowledge communities”: humans as knowledge carriers

Technology is central to modern society, but those who create it are not taught to anticipate or investigate its impact, and, unfortunately, those who focus on technology’s influence rarely understand the technologies themselves. I think that universities have a special responsibility, and therefore a unique opportunity, to address this issue. Especially since the nineteenth century, European and North American universities and technical institutions constructed a markedly bifurcated curriculum: one track is a technical/engineering/scientific curriculum, with courses in math, computing, and engineering taught in one intellectual region of the campus, while courses in the social sciences, arts, and humanities courses are taught in some other area. But the central questions in society are not about engineering or technology as such - rather, they encompass social, economic, political, and cultural issues. Taking on these questions will require the coordination of university curricula, a fruitful integration of engineering and liberal arts that might pair, say, bioprosthetics with disability literature. Also necessary is a partnership between research and service, and in this light the relationship between universities and industry is important. New knowledge communities have to be built. We must envision new alliances between universities, institutes, and business, and redefine our very idea of “knowledge” itself and the ways that knowledge is distributed. For example creative efforts are needed to shape new roles and interrelationships of knowledge in books, journals, databases, but also in social implementation of the same; in knowledge and information security, patent rights and licensing rights, etc.). 

While technology provides many benefits, such as higher living standards, wider choice, more leisure time, and improved communications, it also brings with it both environmental and human risks. Technology alienates people from nature, concentrates political and industrial power in dangerous ways, and begets industrial nations that are capital-intensive rather than labor-intensive; the result is increased unemployment and an over-dependence on ostensibly neutral experts who in fact have interests and agendas of their own.

Though valuable in many ways, technology not always is benign, and it has the capacity to cause many kinds of damage. A list of negative effects related to technology can be given. It can lead to uniformity in a mass society, to narrow criteria for efficiency like fragmentation and specialization, manipulation and impersonal treatment). Another negative outcome is uncontrollability, where “separate” technologies from an interlocking system constitute a total, mutually reinforcing network that seems to lead a life of its own, like something self-perpetuating and all-pervasive). Finally the classical bad consequence in terms of alienation of the worker in Marxian sense is well-known.
 

Intellectuals have offered many antidotes to the ill effects of technology: embracing a new ethics of responsibility; returning to the genuine engagement we experience when we focus on simple things rather than on production and consumption; recovering an imaginative and emotional life as well as religious commitment; redirecting technology according to social mores or religious constraints; and, finally, using new political projects to reestablish the importance of the personal and the individual as opposed to the materialistic and impersonal in society.

I think the role of human beings as knowledge carriers - as “biological” knowledge repositories, processors, disseminators, and users - is pivotal in our era of technology and globalization. In the globalized world, knowledge-carrying human beings enjoy increased status in various work collectives, social settings, and environments that have become more and more information-intensive, even if they are also increasingly disenfranchised and fragmented. Such people collaborate with (and, in some sense, are integrated with) non-humans objects and tools that manage and process a huge quantity of information. There are certainly many perils lurking in this globalized era - the alienation and exploitation of human beings come to mind, as does the obliteration of local cultures. But I think these new trends in technology also have the potential to benefit humankind in many ways: disseminating and universalizing information and eliciting unexpressed knowledge could bring exciting new possibilities and new opportunities for freedom and free choices. 

Consequently, human beings, endowed by technology with new social intelligence, will be able to draw from their own reservoirs of knowledge and, at the same time, effectively wield new technology and artifacts in a way that heightens their intellectual and cooperative powers. As knowledge carriers, people are just as important as the non-human artifacts to which they are so closely linked; the human hybrid is, in certain respects, greater than the sum of its parts. Looking at human knowledge carriers in this way, it is easy to respect them as much as we respect, say, a computer, and this attitude will facilitate critical shift in perspective as we face the important task of learning to “respect people as things.”

Identity and Privacy in the Cyberage

New moral ontologies

Cyber-warfare, cyber-terrorism, identity theft, attacks on abortion providers, holocaust revisionism, racist hate speech, organized crime, child pornography, and hacktivism - a blend of hacking and activism against companies through their web sites- are very common on the Internet.
 As a virtually uncontrollable medium that cuts across different sovereign countries, cyberspace has proved to be fertile ground for new moral problems and new opportunities for wrongdoing, mainly because it has created new moral ontologies that affect human behaviors.

More than in the past, many aspects of an information about human beings are now simulated, duplicated, and replaced in an external environment. Beyond supports of paper, telephone, and media, many human interactions are strongly mediated and potentially recorded through the Internet. At present, identity must be considered in a broad sense: the amount of data about us as individuals is enormous, and it is all stored in external things/means. This repository of electronic data for every individual human, at least those in rich countries, can be described as an external “data shadow” that, together with the biological body, forms a kind of cyborg that identifies us or potentially identifies us. The expression “data shadow” was coined in Sweden in the early 1970s: it refers to a true, impartial image of a person from a given perspective.
 

When delegating information or tracing identity, human beings have always used external mediators such as pictures, documents, various types of publications, fingerprints, etc., but those tools were not simultaneously electronic, dynamic, and global, as is the case with the Internet. Where we exist cybernetically is no longer simple to define, and technologies of telepresence continue to complicate the issue.

New human beings: biologically local and cybernetically global

This complex new “information being” involves new moral ontologies. We can no longer apply old moral rules and old-fashioned arguments to beings that are both biological (concrete) and virtual, situated in a three-dimensional local space but potentially existing also as “globally omnipresent” information-packets.
 It is easy to materialize cybernetic aspects of people in three-dimensional local space, even if it is not quite as spectacular how Scottie beamed the glimmering forms of Captain Kirk and Mr. Spock from the transporter room to the surface of an alien planet in old Star Trek episodes. These aspects – being an agent, being an object, making an immoral or illegal act, etc. - are usually transparent when applied to macro-physical objects in local spatio-temporal coordinates. In cyberspace, however, they suddenly become obscure:

What is an agent? What is an object? What is an integrated product? Is that one thing or two sold together? What is the corpus delicti? If someone sends an e-mail with sexual innuendo, where and when does the sexual harassment take place? Where and when is it read by the envisaged addressee? Or when it was typed? Stored on the server? Or as it was piped through all the countries through which it was routed? And what if it was a forwarded message?
 

New technologies threaten to increase our moral ignorance. I have previously pointed out, the idea of “knowledge as a duty” is relevant to scientific, social, and political problems, but it is even more important when we are faced with reinterpreting and updating the ethical intelligibility of behaviors and events. A problem of moral epistemology must be clearly addressed.

The new moral issues of the cyberage are well-known. Some problems, like financial deception and child abuse, were perpetrated for years via traditional media and have become exacerbated by the Internet. Others issues arose as a result of new technology - problems like hacking, cracking, and cooking up computer viruses, or the difficulties created by artificial intelligence artifacts, which are able to reason on their own.
 Also needing attention is the proliferation of spam: its utility is negated when it is relegated to the recipient’s email trash folder, and all it seems to accomplish is the externalization of cost for computer users.

Yet another challenge is the huge problem of the digital divide, for while millions of people are active cyborgs, a gulf has opened between them and others who number in the billions. Members of the latter group come from both rich and poor countries, and they have not attained cyborg status and/or are not aware they have a “data shadow.” A further split, at least inside the “cyborg community,” occurred because of the way technology dictates the speed, ease, and scope of communication; the dominance of certain text features creates an unlevel playing field, and the disparity between computer users with the most sophisticated equipment and those with more modest systems indicates that we are far from the ideal of an unmediated Internet. And the list continues: professional abuses, policy vacuums, intellectual property questions, espionage, a reduced role for humans - all these things create further moral tangles. Finally, if we consider the Internet as, technically speaking, a global collection of copying machines, like Mike Godwin contends, huge copyright problems arise.
 

In the light of the motto “knowledge as a duty,” the Internet provides a lot of public critical goods for human welfare, by increasing access to information and knowledge, in terms of people’s biological needs: food, drink, shelter, mobility, and sexuality. It also serves their rational aspects by providing information, stimulating imagination, challenging reason, explaining science, and supplying humor, to cite a few examples.
 If the Internet’s power, fecundity, speed, and efficiency in distributing information are universally acknowledged, moral problems immediately arise, related to distortion, deception, inaccuracy of data, copyright, patents, trademarks abuses.
 It also seems that the Internet facilitates bureaucratic control: for instance in Africa it increases control over populations treated as the passive recipients of state policies. 

Special affective relationships may lead to moral problems like identity theft as well as unfulfilled expectations or obligations. In both situations, freedom of speech must be protected - even if it sometimes means tolerating defamation, racism, hate speech, and violent pornography. Similarly, we must safeguard freedom of information and, at the same time preserve privacy, the right to private property, freedom of conscience, individual autonomy, and self determination. Technolibertarians say that VR (virtual reality) rapists (that is, men who simulate rape in virtual reality systems) are “of course assholes, but the presence of assholes on the system is a technical inevitability, like the noise in a phone line.”
 
Even in the complicated world of cyberspace, however, Mill’s principle still establishes the moral threshold: only the prevention of harm to others justifies the limitation of freedom. He also observes that the truth emerges more easily in an environment in which ideas are freely and forcefully discussed. It is well-known that the Communications Decency Act passed by the United States Congress in 1996 had a very short life and was rapidly struck down by the US Supreme Court.

Cyberprivacy

We have said that the post-human “cyborg” comprises a vast quantity of external information and that it is possible to “materialize” at least many of our cybernetic aspects (ideally I can print at home your picture, your sexual, political, and literary preferences, what you bought in the last two weeks etc.). Consequently, those aspects are potentially “globally omnipresent” and not only available to us: everyone can, in theory, see them. We must note that computer technology also distances the human body from the actions performed, and because it is an automating technology, it has a great potential to displace human presence.

The possibility of materialize the aspects of human being is related to the so-called Panopticon effect. The Panopticon, designed by Jeremy Bentham, was an architectural design for prisons that allowed just a few guards to keep an eye on a great many convicts. The structure was a round, multi-story building with each floor’s cells arranged in a circle around a hollow core. Rising from ground level in the center, in a sort of round atrium, was a guard tower with windows facing out toward the cells. Because each cell was illuminated by a window to the outside, and the cell’s inner wall consisted only of bars, guards could easily monitor the prisoners, every one of whom was completely visible at all times. Michel Foucault described the Panopticon as a metaphor of the “mechanisms of large-scale social control that characterize the modern world.”
 Of course, a person’s being on display is enough by itself to effect social control: many psychological studies have observed that when people believe they are visible to others, they behave differently from the way they do when they believe they are out of view. Foucault considered the practices of medicine, psychology, and sex education to be forms of social control “because they create a world in which the details of our lives become symptoms exposed to a clinical gaze - even if not actually looking.”
 

The Internet can be seen as a modern Panopticon that makes us all visible to anyone in a position to see. There is a tremendous amount of information on the net: on display are census data, addresses, credit card purchases, credit histories, medical information, employment histories, evidence of intimate relationships, indicators of religious inclinations - the list could go on and on. But unlike Bentham’s prison, where prisoners could be watched only from a single point - the central guard tower - we can be “viewed” from billions of sites, for all it takes is a computer with an Internet connection. Computer networks have no centers, and almost any portion can operate as an autonomous whole, which is also what makes controlling the network so difficult. As I have already illustrated, a detailed computational “shadow” of a private life can easily be built by collecting information that is available online. 

The availability of too much personal information increases our vulnerability to all kinds of dangers, so protective measures must be instituted; on the other hand, however, monitoring the communications of others contradicts the universal right to privacy. Although there are some cases when too much privacy can be catastrophic - when families hide abuse against women and children, for instance - the cyberage renders privacy increasingly important. Heightened privacy poses its own difficulties, of course, bringing challenges that include greater costs as well many new needs - the need for developing new ethical and technical knowledge, establishing new political priorities, and passing new laws. There are those who maintain that the more privacy we have, the harder it is for society to gather the information needed to apprehend and punish criminals, although I am skeptical about that assertion. Members of society must be protected not only from being seen but also from feeling visible, and both conditions allow us to see privacy either as a basic right that some people are deprived of, as in an inaccessibility to information about ourselves or, even more important, as a method of controlling who may have access to us.
 Some ethicists contend this second idea of privacy leads to anomalies: for example, the moral right to privacy has to be limited to “my” right that others be deprived of the access to me. Nevertheless, we certainly want to establish laws that protect privacy so that it is guaranteed to be not only a moral right, but a legal one as well, even (and especially) in the era of the so-called “Information Panopticon.”
 

The Internet and the so-called “Intelligent Vehicle Highway Systems” (IVHS) have created new external devices that challenge our established rights to privacy, making it necessary to clearly define and shape new moral ontologies. Recently, ECHELON, the most powerful intelligence-gathering organization in the world, has garnered attention as it has become suspected of conducting global electronic surveillance - mainly of traffic to and from North America - which could threaten the privacy of people all over the world. The European Union parliament recently established a temporary committee on the ECHELON interception system (1999-2004) to investigate its actions.
 

Because so much information has become available about people, the aim must be to anticipate and avoid possible negative consequences. The ostracism and stigmatization of minorities could increase and generate an explicit loss of freedom. Moreover, less choice may exist because of an implicit loss of freedom: to make an example “I am no longer free to simply drive to X location without leaving a record,” an idea explored further below. Less privacy could also mean the loss of protection against insults that “slight the individual’s ownership of himself” (as happens in the case of prisoners or of slaves): as the consequence people will say mine with less authority and yours with less respect. Indeed when we lose ownership of our actions, we lose responsibility for them, given the fact that morality - as I contend - involves the right to own our own destinies and to choose in our own way. Finally, the risk increases of infantilizing people and making them conformist and conventional, and consequently, the possibility increases of their being oppressed. At this point it is patent that, given the items above, privacy is politically linked to the concepts of liberalism and democracy.
 

Philosophy wonderfully stated the fundamental character of privacy with the clear word of John Stuart Mill: “The only part of the conduct of anyone, for which he is amenable to society, is that which concerns others. In the part which merely concerns himself, his independence is, of right, absolute. Over himself, over his own body and mind, the individual is sovereign.”

Most authors agree that a cyberdemocracy must be established to emphasize the role of civil rights and responsibility in cyberspace. Johnson’s argumentation about the role of Internet technology in promoting democracy concludes in a enigmatic way: the Internet “has the capacity for hegemonic as well as democratic relationships.” He goes on to pose many provocative questions: 1) how is Internet development related to the digital divide? 2) Does the Internet move towards private interests and market focus? 3) Can the participation it guarantees influence decision-making processes? 4) Does the Internet threaten the autonomy and democratic status of nations? 5) To what extent is there privacy on the Internet, and to what extent is it a medium of surveillance? It seems Internet is neither in the service of enhancing democracy nor of promoting global democracy.
 

Finally, we can distinguish two kinds of privacy violations: the first involves disseminating intimate information to a general audience without the consent of the person involved,
 and the second occurs when that personal information is used to make decisions concerning the individual without his involvement, possibly to harm him. There is always a conflict between privacy and freedom of information. Medical information, while rarely disseminated, can become emotionally charged, for a person may feel lost, unprotected, and vulnerable if the information is in fact spread. An example in which health records may be communicated to others is the case of epidemiological research, which is possible only when medical information about subjects is gathered and examined by scientists, but even in this case, each participant’s privacy can be protected by employing pseudonymization. It really does seem that privacy can be considered both an intrinsic and an instrumental value essential to democracy, autonomy, and liberty.
 

Privacy, intimacy, self-deception, and the ownership of our destinies

The lack of privacy surely injures one’s self esteem and assaults his feeling of “human dignity” as long as this lack is a clear threat to his individual “liberty.”
 We have said that the post-human “cyborgs” are designated as such because they are composed of a huge quantity of electronically incorporated external information and identity. Externalizing information about ourselves in “things” that are just “over there,” which, of course, makes that information available to others, makes possible the loss of very important ends like respect, love, friendship, and trust. These concepts, through which we express some of the more sophisticated aspects of human animals, are simply inconceivable without privacy.
 

If we consider privacy to be the ability to control information and knowledge about ourselves, it is obvious - as illustrated by the Panopticon effect - that we are less free when we are observed or if we believe we are being observed. Electronic monitoring drastically reduces the power we have over information about ourselves: “monitoring obviously presents vast opportunities for malice and misunderstanding on the part of the authorized personnel. For that reason the subject has reason to be constantly apprehensive and inhibited in what he does.”
 

Moreover, because intimacy is the conscious sharing of information about ourselves that is typically not shared at all, privacy is the means to create what has been called the “moral capital” that we spend, for example, in love and friendship. Privacy grants control over information so that we can preserve intimacy. Even between husband and wife, the restraints of privacy hold; although marriage implies a voluntary renunciation of private information, one spouse never knows what the other has chosen not to share. 

If we consider trust to be the expectation that another person will behave morally, privacy becomes essential: there cannot be trust where there is not a possibility for error. To foster trust, not all information need be shared: a person cannot know that she is trusted unless she has the right to act without constant surveillance so that she must be free to choose to honor or betray the trust, and it is privacy that furnishes that fundamental right. 

In summary, in order to engage in intimate relationships like love, friendship, and trust, we must reveal some of ourselves, but if this information is seen by too many others, it loses its intimate nature so that love, friendship, and trust are threatened. It now appears clear that if we are deprived of the control over information about ourselves this reflects – because of the effect on love, friendship, and trust – an assault to our liberty, personality and self-respect. 

Something more must be said about the deleterious effects of the loss of privacy. The right to privacy is also related to the idea of respecting other people as “choosers”: “To respect someone as a person is to concede that one ought to take account of the way in which his enterprise might be affected by one’s own decisions. By the principle of respect for persons, then, I mean the principle that every human being, insofar as he is a qualified person, is entitled to this minimal degree of consideration.”
 

Consequently, privacy can be defined as the protection against interference with a person’s way of realizing and developing her interests, both in terms of practical objectives or of merely shaping one’s own identity over time. By protecting privacy, we protect the ability to develop and realize projects in our own ways. If respect for people is related to the respect for their rights, privacy becomes paramount. A monitored individual is indeed inclined to “give himself away” (Fried, 1984, p. 218), and so he is compelled to appear false, cold, and unnatural. This can affect the attitude of other people whose esteem, love, and friendship he desires. This kind of humiliating auto-betrayal has something in common with the bad-faith condition I have describe in a recent book.
 Both conditions share an externalization of responsibility and freedom, and thus a decrease of personal human dignity.
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